Romsey Town Council
Chief Officer: Helen Klaassen PSLCC

Town Hall . .

1, Market Place T m’—,.,- )
Romsey ROMSEY TowN cOUNCIE
SO51 8YZ

| give notice that a meeting of the FINANCE & RESOURCES COMMITTEE of ROMSEY TOWN COUNCIL will
be held at Romsey Town Hall on Tuesday, 17" February 2025 at 7.30pm.

All Members of the Committee are hereby summoned to attend for the business of considering and
resolving upon matters as set out hereunder.
Please send any apologies to the Chief Officer.

Helen Klaassen PSLCC
Chief Officer - 09.02.26

AGENDA
1. Apologies
2. Declaration Of Interests
3. Minutes

i. Toreceive and approve the minutes from the Finance and Resources Committee meeting held on
2" December 2025
ii. Matters Arising.

PUBLIC PARTICIPATION
Members of the public may, at the discretion of the Chairman, ask questions or raise matters relating to
items on the agenda, or raise matters that fall within the remit of the committee.

4. Financial and Administration Matters
i. Toreceive the latest Financial Reports
ii. Policies. To review and approve:
a. IT Policy

5. Asset Register
To receive and approve.

6. Financial Risk Assessment
To receive and approve.

7. Staffing Matters
Motion: Exclusion of Press and Public.
Pursuant to section 1(2) of the Public Bodies (Admission to Meetings) Act 1960 a resolution is required to
exclude the public and press during this item due to the confidential nature of the business to be transacted
therein.

i. Staffing report

Next Meeting: 28" April 2026.
Agenda items for this meeting should be received by the Chief Officer no later than Friday, 17" April
2026.
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MINUTES of the Meeting of the FINANCE & RESOURCES COMMITTEE held on 2" December 2025 at
Romsey Town Hall.

In the Chair: Cllr. S. Wilkinson

Attendance:

Present:

Councillor J. Burnage
Councillor S. Wilkinson
Councillor I. Culley
Councillor J. Urquhart
Councillor J. Parker

Absent:
Councillor N. Gwynne (Apologies)
Councillor R. Theron (Ex-Officio) (Apologies)

Also in Attendance:
Helen Klaassen — Chief Officer

Public:
0

In the absence of Cllr Gwynne, Cllr Wilkinson took the chair.

FR046 APOLOGIES
Apologies were received from Cllr Gwynne and Cllr Theron.

FR047 DECLARATION OF INTERESTS
None.

FR048 MINUTES
i. To receive and approve the minutes from the Finance and Resources Committee meeting
held on 28" October 2025
Cllr Burnage PROPOSED, Cllr Urquhart SECONDED and it was APPROVED to accept the minutes of the
previous meeting as a true and accurate record.
ii. Matters Arising
FR044 - CIL uses - had been moved to B&C Meeting.

PUBLIC PARTICIPATION
None.

FR049 FINANCIAL AND ADMINISTRATION MATTERS

i. Toreceive the latest Financial Reports
Noted.
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ii. Budget-to review the Budget for 2026/27 with a view to making a recommendation to full
council.

The budge was review and the matter discussed. Cllr Culley PROPOSED, Cllr Burnage SECONDED and it was
RESOLVED that an uplift of 8.52% would be recommended to full council.

iii. Hall Hire costs and rates; statement of charges - to review.
The committee agreed that to understand any increases they needed to see actual costs and charges and
how they were broken down. It was agreed to move the matter to the February meeting and that CO would
obtain said costs for then.

FR050 REDECORATION OF TOWN HALL

The redecoration of the Council Chamber in January was discussed and Cllr Burnage PROPOSED, Cllr
Urquhart SECONDED and it was RESOLVED to allocate between £25,000 and £30,000 from the TH Major
Maintenance EMR. The quotes would be reviewed and approved at the B&C committee meeting on 9"
December.

FR051 STAFFING MATTERS
Cllr Burnage PROPOSED, Cllr Urquhart SECONDED and it was APPROVED to exclude the Press and Public
from the meeting as per section 1(2) of the Public Bodies (Admission to Meetings) Act 1960 during this item

due to the confidential nature of the business to be transacted therein.

i. Verbal Staffing report
The CO gave a verbal report regarding the current staffing situation.

The meeting concluded at 8.46pm.

Signed:

Date:
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15:40 Detailed Balance Sheet - Excluding Stock Movement
Month 10 Date 31/01/2026
Alc Description Actual
Current Assets
100 Trade Debtors (1,110)
103 Prepayments 2,423
105 VAT 5,407
106 Recoverable Expenses 1,772
120 Bar Stock 1,256
201 Lloyds Current Account 953,774
202 Building Managers Imprest Alc 293
204 TSB Deposit Alc 16,921
212 Mayors Charity A/c 3,157
215 War Horse Alc 35433560 14,947
230 Bar Float 300
250 CCLA PSDF - REPC 85,000
Total Current Assets 1,084,140
Current Liabilities
500 Trade Creditors 10,499
506 Retentions Payable 1,031
515 PAYE and NI Due 2,163
516 Superannuation Due 1,990
520 Net Wages Control 0)
534 Mayors Charity Control Acct 3,157
Total Current Liabilities 18,841
Net Current Assets 1,065,299
Total Assets less Current Liabilities 1,065,299
Represented by :-
301 Current Year Fund 92,171
310 General Reserve 381,386
321 EMR Allotment Fund SR 3,089
336 EMR Town Hall Major Mainten'ce 88,997
337 EMR Town Hall Equipment 7,167
339 EMR Marshals In Romsey 245
340 EMR Elections 14,500
343 EMR Romsey Website 4,312
345 EMR War Horse Fund 11,269
346 EMR Christmas Lights 5,306
349 EMR Grants 2,200
350 EMR Markets 1,908
351 EMR Town Centre Management 7,092
353 EMR Neighbourhood Plan 2,590
354 CIL Receipts 4,470
356 EMR Romsey Emergency Plan 2,309
357 EMR Projects 61,255
358 EMR Tourism & Heritage App 7,958
359 EMR Wilder Romsey 1,152
385 EMR Allotment Fund KC 4,657
386 EMR Speed Limit Reminder 2,306
390 EMR REPC CIL 250,901
391 EMR CIL 2025-26 21,416
395 EMR CIL 2024-25 86,643
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15:41 Detailed Income & Expenditure by Budget Heading 31/01/2026
Month No: 10 Cost Centre Report
Actual Actual Year Current Variance Committed Funds % Spent Transfer
Current Mth To Date Annual Bud Annual Total Expenditure Available to/from EMR
101 Administration
4001 Salaries 5,846 57,658 75,000 17,342 17,342 76.9%
4002 Employers N.1I 744 7,382 12,800 5,418 5,418 57.7%
4003 Employers superann 914 9,109 12,400 3,291 3,291 73.5%
4006 Contract Accountancy Costs 0 9,022 14,000 4,978 4,978 64.4%
4009 Staff Travel 0 0 100 100 100 0.0%
4013 Website Admin 54 529 700 171 171 75.5%
4020 Staff Training 4,108 3,000 (1,108) (1,108)  136.9%
4021 Admin Sundry Costs 109 0 (109) (109) 0.0%
4040 Recruitment Advertisements 0 150 150 150 0.0%
4512 Telephone 353 1,728 1,800 72 72 96.0%
4513 Postage 0 0 300 300 300 0.0%
4514 Stationery 56 694 1,000 306 306 69.4%
4515 Photocopying 280 2,091 3,000 909 909 69.7%
4850 Furniture/Equipment Purchased 0 7 0 (7) (7) 0.0%
5012 Council Offices in Town Hall 1,000 10,000 12,000 2,000 2,000 83.3%
5250 Subscriptions 0 3,337 3,500 163 163 95.4%
5260 Outsourced Payroll 143 908 1,000 92 92 90.8%
5270 | T & Computer Costs 2,760 19,179 20,000 821 821 95.9%
5291 Professional Fees -RE Merger 0 0 50 50 50 0.0%
Administration :- Indirect Expenditure 12,150 125,861 160,800 34,939 0 34,939 78.3% 0
Net Expenditure (12,150)  (125,861)  (160,800) (34,939)
103 Grants
5850 Community Grant -Beggars Fair 0 1,000 1,000 0 0 100.0%
5890 Community Grants 992 5,920 10,000 4,080 4,080 59.2%
5893 Community Grant - Bandstand 0 2,000 1,000 (1,000) (1,000)  200.0%
6100 Arts Festival 0 2,000 2,000 0 0 100.0%
Grants :- Indirect Expenditure 992 10,920 14,000 3,080 0 3,080 78.0% 0
Net Expenditure (992) (10,920) (14,000) (3,080)
104 Civic
1009 Income - Grants 2,500 (2,500) 0.0%
1011 Income - Donations 87 (87) 0.0%
1759 Income - Civic Events 752 (752) 0.0%
Civic :- Income 3,339 0 (3,339) 0
4001 Salaries 200 1,000 800 800 20.0%
4043 Council Newsletter 0 4,000 4,000 4,000 0.0%

Continued over page
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15:41 Detailed Income & Expenditure by Budget Heading 31/01/2026
Month No: 10 Cost Centre Report
Actual Actual Year Current Variance Committed Funds % Spent Transfer
Current Mth To Date Annual Bud Annual Total Expenditure Available to/from EMR
5011 Council Use of Town Hall 0 2,000 2,000 2,000 0.0%
6502 Members training 323 1,000 677 677 32.3%
6550 Meetings Advertisements 0 100 100 100 0.0%
6750 Mayors Allowance 500 657 500 (157) (157)  131.4%
6759 Civic Events 260 16,119 0 (16,119) (16,119) 0.0%
6760 Town Crier 230 260 450 190 190 57.8%
6761 Mace Bearer 195 195 195 0 0 100.0%
6762 Civic Costs 0 2,637 4,500 1,863 1,863 58.6%
Civic :- Indirect Expenditure 1,185 20,392 13,745 (6,647) 0 (6,647) 148.4% 0
Net Income over Expenditure (1,185) (17,052) (13,745) 3,307
105 Finance
1119 Income - CIL Receipts 0 21,416 0 (21,416) 0.0%
1176 Precept 0 519,499 519,499 0 100.0%
1190 Interest Received 931 10,577 5,000 (5,577) 211.5%
Finance :- Income 931 551,492 524,499 (26,993) 105.1% 0
5011 Council Use of Town Hall 0 0 500 500 500 0.0%
5251 Insurances 0 10,054 10,000 (54) (54) 100.5%
5271 Audit Fees 0 1,050 2,500 1,450 1,450 42.0%
5280 Bank Charges 15 134 300 166 166 44.8%
5290 Legal & Professional Fees 340 4,769 500 (4,269) (4,269) 953.7%
7240 Tir to EMR Elections 0 5,000 5,000 5,000 0.0%
7291 Tir to EMR CIL 2025-26 21,416 0 (21,416) (21,416) 0.0%
7350 Tir to Earmarked Reserves 0 25,000 25,000 25,000 0.0%
Finance :- Indirect Expenditure 355 37,422 43,800 6,378 0 6,378 85.4% 0
Net Income over Expenditure 575 514,070 480,699 (33,371)
107 Market
1030 Income - Market Stalls 0 4,180 5,500 1,320 76.0%
Market :- Income 4,180 5,500 1,320 76.0% 0
5250 Subscriptions 0 400 400 400 0.0%
Market :- Indirect Expenditure 0 0 400 400 0 400 0.0% 0
Net Income over Expenditure 0 4,180 5,100 920
110 Town Hall
1001 Income - Rental 3,000 13,200 13,200 0 100.0%
1002 Income - Bookings 2,514 60,616 55,000 (5,616) 110.2%

Continued over page
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1003 Town Council Office Rent

1015 Income - Tea/Coffee

1020 Income - Cleaning

1022 Income - Councils own hirings

1114 Income - Miscellaneous

4001 Salaries

Town Hall :- Income

4002 Employers N.1I

4003 Employers superann

4005 Holiday Cleaning

4008 Function Attendants & Casuals

4010 Wages - Maintenance
4020 Staff Training

4030 Uniforms

4501 Janitorial

4504 Catering Costs

4505 Health and Safety

4510 Rates
4511 Utilities

4520 Licences

4561 Christmas Decorations

4572 Long Term Building Repairs

4751 Maintenance External

4800 Maintenance Internal

4850 Furniture/Equipment Purchased
4851 Fixed Cost Maintenance

5011 Council Use of Town Hall

5220 Publicity & Marketing

5250 Subscriptions

5270 1T & Computer Costs

5309 Maintenance Equipment

6014 Hanging baskets\Xmas Trees

7150 Loan Capital + Interest
7152 Lift Loan Capital + Interest
7236 Tfr to EMR T.Hall Major Mntnce

Town Hall :- Indirect Expenditure

Net Income over Expenditure

Actual Actual Year Current Variance Committed Funds % Spent Transfer

Current Mth To Date Annual Bud Annual Total Expenditure Available to/from EMR

1,000 10,000 12,000 2,000 83.3%

0 58 0 (58) 0.0%

78 312 312 0 100.0%

0 0 4,050 4,050 0.0%

50 275 0 (275) 0.0%
6,642 84,461 84,562 101 99.9% 0

7,233 78,955 76,300 (2,655) (2,655) 103.5%

695 9,954 13,300 3,346 3,346 74.8%

858 9,212 12,000 2,788 2,788 76.8%

0 94 660 566 566 14.2%

2,332 20,944 20,000 (944) (944) 104.7%

746 7,485 0 (7,485) (7,485) 0.0%

0 1,104 1,200 96 96 92.0%

0 0 500 500 500 0.0%

306 2,433 1,500 (933) (933) 162.2%

32 529 100 (429) (429)  529.0%

0 0 500 500 500 0.0%

2,831 28,305 28,550 245 245 99.1%

1,437 8,331 13,000 4,669 4,669 64.1%

81 939 2,450 1,511 1,511 38.3%

0 101 0 (101) (101) 0.0%

0 0 25,000 25,000 25,000 0.0%

0 0 15,000 15,000 15,000 0.0%

20,987 28,248 12,000 (16,248) (16,248)  235.4%

0 1,492 6,000 4,508 4,508 24.9%

243 10,890 9,000 (1,890) (1,890) 121.0%

0 0 500 500 500 0.0%

0 0 2,000 2,000 2,000 0.0%

0 25 0 (25) (25) 0.0%

0 472 500 28 28 94.4%

0 54 0 (54) (54) 0.0%

0 120 700 580 580 17.1%

0 4,952 4,952 0 0 100.0%

0 5,144 5,144 0) (0) 100.0%

0 50,000 0 (50,000) (50,000) 0.0%
37,781 269,782 250,856 (18,926) 0 (18,926) 107.5% 0

(31,139) (185,322) (166,294) 19,028

Continued over page
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15:41 Detailed Income & Expenditure by Budget Heading 31/01/2026
Month No: 10 Cost Centre Report
Actual Actual Year Current Variance Committed Funds % Spent Transfer
Current Mth To Date Annual Bud Annual Total Expenditure Available to/from EMR
111 Town Hall Bar
1013 Income - Bar Sales 0 1,942 5,000 3,058 38.8%
Town Hall Bar :- Income 0 1,942 5,000 3,058 38.8% 0
3000 Bar Purchases 581 2,500 1,919 1,919 23.2%
Town Hall Bar :- Direct Expenditure 0 581 2,500 1,919 0 1,919 23.2% 0
4001 Salaries 0 0 750 750 750 0.0%
4304 Damaged Stock 0 97 0 (97) (97) 0.0%
4305 Stocktaking 0 0 260 260 260 0.0%
4850 Furniture/Equipment Purchased 0 33 0 (33) (33) 0.0%
5282 Card Reader Charges 0 18 30 12 12 59.2%
Town Hall Bar :- Indirect Expenditure 0 148 1,040 892 0 892 14.3% 0
Net Income over Expenditure 0 1,213 1,460 247
112 Town Hall Film Shows
1051 Income - Film Refreshments 0 67 150 83 44.4%
1053 Income - Film Tickets 316 4,214 6,000 1,786 70.2%
Town Hall Film Shows :- Income 316 4,281 6,150 1,869 69.6% 0
4008 Function Attendants & Casuals 88 1,213 2,500 1,287 1,287 48.5%
4950 Film Hire/Purchases 12 2,757 4,000 1,243 1,243 68.9%
4951 Film Refreshment Costs 15 0 (15) (15) 0.0%
5282 Card Reader Charges 205 100 (105) (105)  205.0%
Town Hall Film Shows :- Indirect Expenditure 112 4,190 6,600 2,410 0 2,410 63.5% 0
Net Income over Expenditure 204 91 (450) (541)
120 Allotments - Southampton Rd
1000 Income - General 40 4,474 3,105 (1,369) 144.1%
Allotments - Southampton Rd :- Income 40 4,474 3,105 (1,369) 144.1% 0
4509 Water Rates 315 2,102 750 (1,352) (1,352)  280.3%
5250 Subscriptions 0 70 55 (15) (15)  127.3%
5282 Card Reader Charges 0 4 0 (4) (4) 0.0%
5300 Rent - Broadlands 0 1,500 1,500 0 0 100.0%
5309 Maintenance Equipment 0 1,630 150 (1,480) (1,480) 1086.4%
5311 Hedge Cutting 0 0 220 220 220 0.0%
5312 Pest Control 0 0 250 250 250 0.0%
5315 Sundries Allotments 0 26 180 154 154 14.7%
Allotments - Southampton Rd :- Indirect Expenditure 315 5,332 3,105 (2,227) 0 (2,227) 171.7% 0
Net Income over Expenditure (275) (857) 0 857

Continued over page
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15:41 Detailed Income & Expenditure by Budget Heading 31/01/2026
Month No: 10 Cost Centre Report
Actual Actual Year Current Variance Committed Funds % Spent Transfer
Current Mth To Date Annual Bud Annual Total Expenditure Available to/from EMR
121 Allotments - Kings Chase
1000 Income - General 0 885 1,050 165 84.3%
Allotments - Kings Chase :- Income 885 1,050 165 84.3% 0
5309 Maintenance Equipment 2,404 1,050 (1,354) (1,354)  228.9%
Allotments - Kings Chase :- Indirect Expenditure 0 2,404 1,050 (1,354) 0 (1,354) 228.9% 0
Net Income over Expenditure 0 (1,519) 0 1,519
125 Town Centre Management
1071 Income - Salary Recharge (TV) 0 0 11,360 11,360 0.0%
Town Centre Management :- Income 0 0 11,360 11,360 0.0% 0
4001 Salaries 0 18,415 42,250 23,835 23,835 43.6%
4002 Employers N.1I 0 2,209 5,585 3,376 3,376 39.6%
4003 Employers superann 0 3,866 9,050 5,184 5,184 42.7%
4500 Town Centre Management 0 143 1,000 857 857 14.3%
4512 Telephone 0 0 250 250 250 0.0%
5405 Town Centre Events 0 208 1,000 792 792 20.8%
Town Centre Management :- Indirect Expenditure 0 24,841 59,135 34,294 0 34,294 42.0% 0
Net Income over Expenditure 0 (24,841) (47,775) (22,934)
126 Woodley Village Hall
1080 Income - Woodley V H Rent 0 5 5 0 100.0%
Woodley Village Hall :- Income 5 0 100.0% 0
4572 Long Term Building Repairs 15,000 15,000 15,000 0.0%
Woodley Village Hall :- Indirect Expenditure 0 0 15,000 15,000 0 15,000 0.0% 0
Net Income over Expenditure 0 5 (14,995) (15,000)
130 Environmental
1601 Lengsthman Contributions 0 (1,100) 6,000 7,100 (18.3%)
Environmental :- Income 0 (1,100) 6,000 7,100 (18.3%) 0
4001 Salaries (2,985) 3,754 8,700 4,946 4,946 43.2%
4002 Employers N.I (199) 530 362 (168) (168)  146.5%
4003 Employers superann (41) 91 300 209 209 30.2%
4009 Staff Travel 0 0 100 100 100 0.0%
4511 Utilities 220 339 200 (139) (139) 169.7%
4601 Lengthsman 0 0 200 200 200 0.0%

Continued over page
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15:41 Detailed Income & Expenditure by Budget Heading 31/01/2026
Month No: 10 Cost Centre Report
Actual Actual Year Current Variance Committed Funds % Spent Transfer
Current Mth To Date Annual Bud Annual Total Expenditure Available to/from EMR
4602 Speedwatch 0 5,349 2,000 (3,349) (3,349)  267.4%
4603 Grounds Maintenance 861 2,835 4,000 1,165 1,165 70.9%
4605 Other/Projects 0 564 3,000 2,436 2,436 18.8%
4606 Greening Projects 0 338 0 (338) (338) 0.0%
5309 Maintenance Equipment 0 140 0 (140) (140) 0.0%
6009 Land at the Star Maintenance 0 500 500 500 0.0%
6010 Bus Shelters 0 3,500 3,500 3,500 0.0%
6011 Town Seats 0 600 600 600 0.0%
6012 Street Lights 0 549 2,500 1,951 1,951 22.0%
6015 Signs 0 5,180 500 (4,680) (4,680) 1036.0%
6022 Planting for CornMarket 0 0 400 400 400 0.0%
6023 Drinking Water Fountain 0 161 200 39 39 80.3%
6025 Bollard/St Furn Mtce 0 146 400 254 254 36.6%
6026 Bunting 0 7,702 5,950 (1,752) (1,752)  129.4%
6028 TC 20MPH Feasibility 0 5,000 0 (5,000) (5,000) 0.0%
7354 Tir from EMR CIL Receipts 0 (5,000) 0 5,000 5,000 0.0%
7386 Tir from EMR SLR 0 (4,950) 0 4,950 4,950 0.0%
Environmental :- Indirect Expenditure (2,145) 22,728 33,412 10,684 0 10,684 68.0% 0
Net Income over Expenditure 2,145 (23,828) (27,412) (3,584)
135 Marshalls
4020 Staff Training 0 1,000 1,000 1,000 0.0%
4030 Uniforms 0 50 50 50 0.0%
5103 Marshalls In Romsey 107 600 493 493 17.9%
Marshalls :- Indirect Expenditure 0 107 1,650 1,543 0 1,543 6.5% 0
Net Expenditure 0 (107) (1,650) (1,543)
140 Planning
5011 Council Use of Town Hall 0 1,000 1,000 1,000 0.0%
5350 Neighbourhood Plan 712 0 (712) (712) 0.0%
7353 Tifr from EMR N'hood Plan (712) 0 712 712 0.0%
Planning :- Indirect Expenditure 0 0 1,000 1,000 0 1,000 0.0% 0
Net Expenditure 0 0 (1,000) (1,000)
160 War Horse Fund
1190 Interest Received 8 89 50 (39) 177.0%
War Horse Fund :- Income 8 89 50 (39) 177.0% 0

Continued over page



06/02/2026

Romsey Town Council

Page 7

15:41 Detailed Income & Expenditure by Budget Heading 31/01/2026
Month No: 10 Cost Centre Report
Actual Actual Year Current Variance Committed Funds % Spent Transfer
Current Mth To Date Annual Bud Annual Total Expenditure Available to/from EMR
4855 War Horse Fund Expenses 0 160 160 0 0 100.0%
7345 Tfr from EMR War Horse 0 (160) 160 160 0.0%
7350 Tfr to Earmarked Reserves 8 89 (89) (89) 0.0%
7355 Tir from Earmarked Reserves 0 0 (160) (160) (160) 0.0%
War Horse Fund :- Indirect Expenditure 8 89 0 (89) 0 (89) 0
Net Income over Expenditure 0 0 50 50
170 Christmas Lights Fund
1009 Income - Grants 0 2,000 2,000 0.0%
1029 Income - Xmas Event 2,583 0 (2,583) 0.0%
Christmas Lights Fund :- Income 0 2,583 2,000 (583) 129.2% 0
4001 Salaries 0 222 0 (222) (222) 0.0%
6764 Christmas in Romsey 0 36,035 40,000 3,965 3,965 90.1%
6765 Christmas Light Refurb 0 3,407 4,000 593 593 85.2%
Christmas Lights Fund :- Indirect Expenditure 0 39,664 44,000 4,336 0 4,336 90.1% 0
Net Income over Expenditure 0 (37,081) (42,000) (4,919)
Grand Totals:- Income 7,937 656,631 649,281 (7,350) 101.1%
Expenditure 50,754 564,460 652,093 87,633 0 87,633 86.6%
Net Income over Expenditure (42,817) 92,171 (2,812) (94,983)
Movement to/(from) Gen Reserve (42,817) 92,171 (2,812) (94,983)
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Introduction

Each council will have its own IT setup and, as such, a single ‘one-size-fits-all’ IT policy is unlikely to be
appropriate. Some smaller parish councils may operate with minimal equipment, while others may manage
multiple devices connected to a central server. These guidelines are intended to help councils identify key
considerations when developing or updating their own IT policy.

Councils that use external IT providers should ensure their policies accurately reflect current practices and
contractual arrangements.

Purpose of the IT Policy

The purpose of an IT policy is to establish clear parameters for how councillors, staff, and other authorised
users use council-provided technology or equipment in the course of their duties. A well-defined policy
helps to:

e Set expectations for appropriate use of equipment and systems;
e Raise awareness of risks associated with IT use;

e Safeguardthe council’s data and digital assets;

e Clarify what constitutes acceptable and unacceptable use;

e QOutline the consequences of policy breaches.

Councils will also need to determine and clearly state whether limited personal use of IT equipment is
permitted (for example, checking personal email or online shopping during lunch breaks).

Monitoring of IT Use

As an IT provider, the council has the right to monitor the use of its IT equipment and systems, provided
there is a legitimate reason for doing so and councillors, employees and other authorised users are
informed that such monitoring may take place. Any monitoring must be proportionate and comply with
relevant data protection and privacy laws. Other persons may be included if they access or use council
systems e.g. if they have a council e-mail address

Scope of this policy

This policy applies to all councillors, staff, and other authorised users, regardless of their working location
or pattern, including those who are home-based, office-based, or work on a flexible or part-time basis. It
sets out the expectations for the appropriate use of IT equipment and systems provided by the council.

Computer use
1.1 Hardware

1.1.1 Councilcomputer equipment is provided for council purposes, however reasonable personal use is
permitted (reasonable interpreted as in the opinion of the Chief Officer.). Any personal use of our computers
and systems should not interrupt our daily council work in any way. Councillors, staff, and other authorised
users are asked to restrict any personal use to official lunch breaks or before or after working hours.

1.1.2 Locking computers when leaving desk, all councillors, staff, and other authorised users must lock

their computers when leaving their desks to prevent unauthorised access. This applies to all council and
personal devices used for work. Failure to comply may lead to disciplinary action.
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1.1.3 Allcomputer and other electronic equipment supplied should be treated with good care at all times.
Computer equipment is expensive, and any damage sustained to any equipment will have a financial impact
on the council.

1.1.4 Computer and electronic hardware should be kept clean, and every precaution taken to prevent
food and drink being dropped or spilled onto it.

1.1.5 Allcomputer and mobile equipment will carry a number which is logged against the current owner of
that equipment. A database of equipment issued will be kept.

1.1.6 Equipment should not be dismantled or reassembled without seeking advice.

1.1.7 Councillors, staff, and other authorised are not to purchase any computer or mobile equipment
(including software) unless previously authorised by the Chief Officer.

1.1.8 Personal disks, USB stick, CDs, DVDs, data storage devices etc cannot be used on council
computers without the prior approval of the Chief Officer.

1.1.9 Anyfaults or necessary repairs must be reported to the Chief Officer.
Equipment
21 Portable equipment

2.1.1 Portable equipmentincludes laptop computers, netbooks, tablets, mobile and smart phones with
email capability and access to the internet etc.

2.1.2 Itis particularly emphasised that council back-up procedures specific to portable equipment should
be followed at all times.

2.1.3 All portable computers must be stored safely and securely when not in use in the office, i.e. when
travelling or when working from home. Portable equipment (unless locked in a secure cabinet or office)
should be kept with or near the user at all times; should not be left unattended when away from council
premises and should never be left in parked vehicles or at any council or non-council premises.

2.1.4 Itisimportant to ensure all portable devices are protected with encryption in case they are lost or
stolen. All smartphones or tablets that hold council data, including emails and files, must be protected with
a pass code. Where possible, these devices should also be programmed to erase all content after several
unsuccessful attempts to break in. Any security set on these devices must not be disenabled or removed.

2.1.5 Multi-Factor Authentication (MFA) is a security process that requires users to verify their identity
using two or more independent methods—for example, entering a password (something you know) and
confirming a code sent to your mobile device (something you have). This significantly reduces the risk of
unauthorised access to systems and sensitive data. MFA should be used where it is supported and the
council mobile used as the pin code receiver.
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2.1.6 Ifanitem of portable equipment is lost or damaged this should be reported to the Chief Officer. If the
loss or damage is due to an act of negligence, the individual responsible may be liable to meet the first £100
of the loss/damage.

2.1.7 To protect confidential information, unless itis a requirement of the job and this has been
authorised, itis forbidden for photographs or videos to be taken within the town council office, without the
prior permission of the Chief Officer. This includes mobile telephones with camera function, camcorder,
tape or other recording device for sound or pictures - moving or still.

2.1.8 Under no circumstances should any non-public meeting or conversation be recorded without the
permission of those present. This does not affect statutory rights (under The Openness of Local Government
Regulations 2014).

2.1.9 In addition, the council does not permit webcams (which may be pre-installed on many laptops) to
be used in the workplace, other than for conference calls for council purposes. If there is any doubt as to
whether a device falls under this clause, advice should be sought from the Chief Officer.

2.2 Use of own devices

2.2.2 The Council recognises that some councillors, staff, and other authorised users may wish to use
their own smartphones, tablets, laptops etc to access our servers, private clouds or networks for normal
council purposes, including, but not limited to, reading their emails, accessing documents stored on the
council’s ‘Company’ drive or to store data on the council’s server(s) or access data in other services. Any
such use of personal devices will be at the discretion of the council, but consent for standard systems (MS
Windows, Mac OS X, Linux - in commercial configurations) will normally be permitted. Such devices should
be kept up to date so that any vulnerabilities in the operating system or other software on the device are
appropriately patched or updated.

2.2.3 However, the same security precautions apply to personal devices as to the council’s desktop
equipment. For continuity purposes, calls made to external parties must, where possible, be made on
council landlines or mobile phone numbers to ensure that only these numbers are used and/or stored by
the recipient, rather than personal numbers. Any emails sent from own devices should be sent from a
council email account and should not identify the individual’s personal email address.

2.2.4 Councillors, staff, and other authorised persons that use council systems are expected to use all
devices in an ethical and respectful manner and in accordance with this policy. Accessing inappropriate
websites or services on any device via the IT infrastructure that is paid for or provided by the council carries
a high degree of risk, and, for employees, may result in disciplinary action, including summary dismissal
(without notice). For Workers or Contractors, we may terminate the worker agreement. This is irrespective of
the ownership of the device used. An example would be downloading copyright music illegally or accessing
pornographic material.

2.2.5 |Incases of legal proceedings against the council or external stakeholders, the council may need to
temporarily take possession of a device, whether council-owned or personal to retrieve the relevant data.
Equally in cases where a Freedom of Information or Subject Access Request has been made personal
devices used for council matters may need to be included in the search for information.
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2.2.6 Wherever possible the user should maintain a clear separation between the personal data
processed on the council’s behalf and that processed for their own personal use, for example, by using
different apps for council and personal use. If the device supports both work and personal profiles, the work
profile must always be used for work-related purposes.

2.2.7 Councillors, staff, and other authorised users who intend to use their own devices via the council’s
infrastructure must ensure that they:

e use a strong password (i.e. one which uses three random words (e.g. PurpleCandleRiver) or finger
print (preferably the latter) to protect their device(s) from being accessed. For smartphones and
tablets this should lock the device after 3 failed login attempts;

e configure their device(s) to automatically prompt for a password after a period of inactivity of more
than 5 minutes;

e always password protect any documents containing confidential information that are sent as
attachments to an email, and notify the password separately (preferably by a means other than
email);

e for smartphones and tablets, activate the automatic device wipe function (where available). Note
that use of the remote wipe function may also involve the removal of the individual’s personal data.
Councillors, staff, and other authorised users are therefore advised to keep personal data separate
from council data where possible;

e ensure secure WiFi networks are used;

e ensure that work-related data cannot be viewed or retrieved by family or friends who may use the
device;

e inform the Chief Officer if their device(s) is/are lost, stolen, or inappropriately accessed where there
is risk of access to council data or resources. To prevent phones being used, they will need to retain
the details of their IMElI number and the SIM number of the device as their provider will require this to
deactivate it.

2.2.8 Personalinformation and sensitive data should never be saved on councillors, staff, or other
authorised users own devices as this may breach confidentiality agreements, especially if the device is used
by other people from time to time.

2.2.9 Ifremovable media are used to transfer data (e.g. USB drives or CDs), the user must also securely
delete the data on the media once the transfer is complete.

2.2.10 Councillors, staff, and other authorised users who open any attachments should ensure that any
cached copies are deleted immediately after use. Additional risks include data belonging to the council
being accessed by unauthorised persons if the device(s) is lost, stolen, or used without the owner's
permission.

2.2.11 Priorto the disposal of any device that has work data stored on it, and in the event of a user leaving
the council, councillors, staff, and other authorised users are required to allow the council’s IT provider
access to the device to ensure that all passwords, user access shortcuts and any identifiable data are
removed from the device.

2.2.12 Councillors, staff, and other authorised users must take responsibility for understanding how their
device(s) work in respect to the above rules if they are accessing council servers/services via their own IT
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equipment. Risks to the user's personal device(s) include data loss as a result of a crash of the operating
system, bugs and viruses, software or hardware failures and programming errors rendering a device
inoperable. The council will use reasonable endeavours to assist, but councillors, staff, and other
authorised users are personally liable for their own device(s) and for any costs incurred as a result of the
above.

Health and safety

3.1.1 Councillors, staff, and other authorised users who work in council offices will be provided with an
appropriate workstation.

3.1.2 The council has a duty to ensure that regular appropriate eye tests, carried out by a competent
person, are offered to employees using display screen equipment. Further details are set out in the
council’s Optical (Eye Test and Glasses) Policy.

3.1.3 Any VDU user who feels that their workstation requires changes to make it compliant must speak to
the Chief Officer.

If any hazards are detected at a workstation, including ‘noises’ from the IT equipment, this should be
reported immediately to the Chief Officer.

Password and Authentication Policy

4.1.1 Alluser accounts must be protected by strong, secure passwords. The council follows the National
Cyber Security Centre (NCSC) recommendations for creating passwords using three random words (e.g.
PurpleCandleRiver). This method helps create passwords that are both strong and easy to remember, while
offering effective protection against common cyber threats such as brute-force attacks.

In addition to strong passwords, Multi-Factor Authentication (MFA) should be enabled wherever possible.
MFA requires users to provide two or more independent forms of verification—for example, a password
(something you know) and a code sent to your phone (something you have). This significantly reduces the
risk of unauthorised access to systems and personal data.

To further strengthen account security:

e |nitial user account passwords must be generated by the IT provider.

e Default passwords provided by vendors or the IT provider must be changed immediately upon
installation or setup.

e Service or System account passwords are generated and managed by the IT provider.

e The councilrecommends these practices as part of its commitment to robust information security
and to support compliance with the UK GDPR and the Data Protection Act 2018.

For more guidance, see the NCSC's advice on password security: NCSC Password Guidance

4.1.2 Accessto Passwords

e Passwords are personal and must not be shared under any circumstances.

e Onlythe assigned user of an account may access or use the associated password.

¢ Inexceptional cases (e.g., incident response or employee offboarding), access to system
credentials may be granted to authorised personnel from the IT provider with appropriate approvals
and logging.
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¢ Administrative credentials must be stored securely and only accessible to authorised personnel
with a copy provided to the Mayor in a sealed envelope, only to be accessed in an emergency.

4.1.3 Password Storage and Management

e Passwords must not be stored in plain text or written down in insecure locations.
e Passwords must be stored using a council-approved, encrypted password manager (e.g., LastPass,
Bitwarden, or KeePass, or Google Password Manager).

4.1.4 Password Change Requirements
¢ Immediately change password if compromise is suspected.
4.1.5 Password Access Control and Logging

e Allaccess to administrative or shared credentials must be logged and auditable.
e Attempts to access unauthorized passwords will be treated as a security incident.

4.1.6 Responsibility
e Users areresponsible for creating and maintaining secure passwords for their accounts.
The IT security provider is responsible for:

e Managing system/service credentials.
e Enforcing password policies. Auditing and monitoring password-related security practices.

Monitoring

5.1.1 The council reserves the right to monitor and maintain logs of computer usage and inspect any files
stored on its network, servers, computers, or associated technology to ensure compliance with this policy
as well as relevant legislation. Internet, email, and computer usage is continually monitored as part of the
council’s protection against computer viruses, ongoing maintenance of the system, and when investigating
faults.

5.1.5 The council will monitor the use of electronic communications and use of the internet in line with the
Investigatory Powers (Interception by Councils etc for Monitoring and Record-keeping Purposes)
Regulations 2018.

5.1.6 Monitoring of an employee's email and/or internet use will be conducted in accordance with an
impact assessment that the council has carried out to ensure that monitoring is necessary and
proportionate. Monitoring is in the council’s legitimate interests and is to ensure that this policy is being
complied with.

5.1.7 The information obtained through monitoring may be shared internally, including with relevant
councillors and IT staff if access to the data is necessary for performance of their roles. The information may
also be shared with external HR or legal advisers for the purposes of seeking professional advice. Any
external advisers will have appropriate data protection policies and protocols in place.

5.1.8 The information gathered through monitoring will be retained only long enough for any breach of this
policy to come to light and for any investigation to be conducted.
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5.1.9 Councillors, staff, and other authorised users have a number of rights in relation to their data,
including the right to make a subject access request and the right to have data rectified or erased in some
circumstances. You can find further details of these rights and how to exercise them in the council’s data
protection policy.

5.1.10 Such monitoring and the retrieval of the content of any messages may be for the purposes of
checking whether the use of the system is legitimate, to find lost messages or to retrieve messages lost due
to computer failure, to assist in the investigation of wrongful acts, or to comply with any legal obligation.

5.1.11 The council has software and systems in place that can prevent inappropriate internet use and
monitor and record all internet usage. A daily log is kept of all activity, which details the names of all
websites accessed, along with the date and time of access, by individual councillors, staff, and other
authorised users. Records of internet use and sites visited will normally be retained for a period of [specify
duration, e.g. “six months”] — need to confirm with BTP.

5.1.12 The council reserves the right to inspect all files stored on its computer systems in order to assure
compliance with this policy. The council also reserves the right to monitor the types of sites being accessed
and the extent and frequency of use of the internet at any time, both inside and outside of working hours to
ensure that the system is not being abused and to protect the council from potential damage or disrepute.

5.1.13 Any use that the council considers to be ‘improper’, either in terms of the content or the amount of
time spent on this, may result in disciplinary proceedings.

5.1.14 Al computers will be periodically checked and scanned for unauthorised programmes and viruses.

Remote working

6.1.1 Increased IT security measures apply to those who work away from their normal place of work (e.g.
whilst travelling, working from home or at premises, or any other different venue), as follows:

e if logging into the council’s systems or services remotely, using computers that either do not belong
to the council or are not owned by the user, any passwords must not be saved, and the user must log
out at the end of the session deleting all logs and history records within the browser used. If the
configuration of the devise does not clearly support these actions (for example at an internet café),
council services should not be accessed from that device;

e the location and direction of the screen should be checked to ensure confidential information is out
of view. Steps should be taken to avoid messages being read by other people, including other
travellers on public transport etc;

e anydata printed should be collected and stored securely;

e allelectronic files should be password protected and the data saved to the council’s
system/services when accessible;

e papers, files or computer equipment must not be left unattended at a non-council premises unless
arrangements have been made with a responsible person at those premises for them to be keptin a
locked room or cabinet if they are to be left unattended at any time;

e anydatashould be kept safely and should only be disposed of securely;

e papers, files, data sticks/storage, flash drive or backup hard drives should not be left unattended in
cars, except where it is entirely unavoidable for short periods, in which case they must be locked in
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the boot of the car. If staying away overnight, council data should be taken into the accommodation,
care being taken that it will not be interfered with by others or inadvertently destroyed;

e where possible the ability to remotely wipe any mobile devices that process sensitive information
should be retained in the case of loss or theft.

6.1.2 Use of paid for public Wi-Fi access, for example at airports should be carefully monitored and
restricted to essential council use.

Email

7.1.1 Council email facilities are intended to promote effective and speedy communication on work-
related matters. Although we encourage the use of email, it can be risky. Councillors, staff, and other
authorised users need to be careful not to introduce viruses onto council systems and should take proper
account of the security advice below.

7.1.2 Onoccasion, it will be quicker to action an issue by telephone or face to face, rather than via
protracted email chains. Emails should not be used as a substitute for face to face or telephone
conversations. Councillors, staff, and other authorised users are expected to decide which is the optimum
channel of communication to complete their tasks quickly and effectively.

7.1.3 Theserules are designed to minimise the legal risks run when using email at work and to guide
councillors, staff, and other authorised users as to what may and may not be done. If there is something
which is not covered in the policy, councillors, staff, and other authorised users should ask the Chief Officer
or the council’s IT provider rather than assuming they know the right answer.

7.1.4 All councillors, staff, and other authorised users who need to use email as part of their role will
normally be given their own council email address and account. The council may, at any time, withdraw
email access, should it feel that this is ho longer necessary for the role or that the system is being abused.

7.1.5 Emailmessages sent on the council’s account should be for council use only. Personal
communications are permitted provided they do not encroach upon working time or interrupt council
business in any way. Employees and other authorised users are asked to restrict their personal use to
official lunch breaks or before or after working hours, and to use their personal email accounts, rather than
council addresses.

Use of the Internet
8.1 Copyright

8.1.1 Much of what appears on the Internet is protected by copyright. Any copying without permission,
including electronic copying, is illegal and therefore prohibited. The Copyright, Designs and Patents Act
1988 set out the rules. The copyright laws not only apply to documents but also to software. The
infringement of the copyright of another person or organisation could lead to legal action being taken
against the council and damages being awarded, as well as disciplinary action, including dismissal, being
taken against the perpetrator.

8.1.2 Itis easyto copy electronically, but this does not make it any less an offence. The council’s policy is
to comply with copyright laws, and not to bend the rules in any way.
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8.1.3 Councillors, staff, and other authorised users should not assume that because a document or file is
on the Internet, it can be freely copied. There is a difference between information in the ‘public domain’
(which is no longer confidential or secret information but is still copyright protected) and information which
is not protected by copyright (such as where the author has been dead for more than 70 years).

8.1.4 Usually, a website will contain copyright conditions; these warnings should be read before
downloading or copying.

8.1.5 Copyright and database right law can be complicated. Councillors, staff, and other authorised users
should check with the Chief Officer if unsure about anything.

8.2 Trademarks, links and data protection

8.2.1 The council does not permit the registration of any new domain names or trademarks relating to the
council’s names or products anywhere in the world, unless authorised to do so. Nor should they add links
from any of the council’s web pages to any other external sites without checking first with the Chief Officer.

8.2.2 Specialrules apply to the processing of personal and sensitive personal data. For further guidance
on this, see the council’s data protection policy, a copy of which is located on the Employee Hub.

8.3 Accuracy of information

8.3.1 One of the main benefits of the internet is the access it gives to large amounts of information, which
is often more up to date than traditional sources such as libraries. Be aware that, as the internet is
uncontrolled, much of the information may be less accurate than it appears. Ensure that information used
from a reputable source.

Use of social media

9.1.1 Social media includes blogs; Wikipedia and other similar sites where text can be posted; multimedia
or user generated media sites (YouTube); social networking sites (such as Facebook, LinkedIn, X (formerly
known as Twitter), Instagram, TikTok, etc.); virtual worlds (Second Life); text messaging and mobile device
communications and more traditional forms of media such as TV and newspapers. Care should be taken
when using social media at any time, either using council systems or at home.

9.1.2 Personal use of social networking/media and chat sites should be restricted to breaks during
working hours.

9.1.3 The councilrecognises the importance of councillors, staff, and other authorised users joining in
and helping to shape sector conversation and enhancing its image through blogging and interaction in social
media. Therefore, where it is relevant to use social networking sites as part of the individual’s position, this
is acceptable.

However, inappropriate comments and postings can adversely affect the reputation of the council, even if it
is not directly referenced. If comments or photographs could reasonably be interpreted as being associated
with the council, or if remarks about external stakeholders could be regarded as abusive, humiliating,
sexual harassment, discriminatory or derogatory, or could constitute bullying or harassment, the council
will treat this as a serious disciplinary offence. Councillors, staff, and other authorised users should be
aware that parishioners or other local organisations may read councillors, staff, and other authorised users'
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personal weblogs, to acquire information, for example, about their work, internal council business, and

employee morale. Therefore, even if the council is not named, care should be taken with any views
expressed.

9.1.4 To protect both the council and its interests, everyone is required to comply with the following rules
about social media, whether in relation to their council role or personal social networking sites, and
irrespective of whether this is during or after working hours:

Contacts from any of the council’s databases should not be downloaded and connected with on
LinkedlIn or other social networking sites with electronic address book facilities, unless this has been
authorised.

Any blog that mentions the council, its current work, councillors, employees, other users associated
with the council, partner organisations, local groups, suppliers, parishioners, should identify the
author as one of its councillors or employees and state that the views expressed on the blog or
website are theirs alone and do not represent the views of Romsey Town Council. Even if the council
is not mentioned, care should be taken with any views expressed on social media sites and any
views should clearly be stated to be the writer’s own (e.g. via a disclaimer statement such as: “The
comments and other content on this site are my own and do not represent the positions or opinions
of my employer/ Romsey Town Council.”) Writers must not claim or give the impression that they are
speaking on behalf of the council.

Any employee who is developing a site or writing a blog that will mention the council, our current or
potential plans, councillors, staff, and other authorised users or partners, must inform The Chief
Officer that they are writing this and gain agreement before going ‘live’.

The council expects councillors, staff, and other authorised users to be respectful about the council
and its current or potential employees, councillors, clerks, and authorised users and not to engage
in any name calling or any behaviour that will reflect negatively on its reputation. Any unauthorised
use of copyright materials, any unfounded or derogatory statements, or any misrepresentation is not
viewed favourably and could constitute gross misconduct.

Photos or videos that include employees or other workers wearing uniforms or clothing displaying
the council’s name or logo should not be posted on social media if they could reflect negatively on
the individual, their role, their colleagues, or the council. Additionally, photos, videos, or audio
recordings must not be taken on council premises without explicit permission

Comments posted by councillors, staff, and other authorised users on any sites should be
knowledgeable, accurate and professional and should not compromise the council in any way.
Inappropriate conversations with members of the public or external stakeholders should not take
place on any social networking sites, including forums.

Any writing about or displaying photos or videos of internal activities that involves current
councillors, staff, and other authorised persons, might be considered a breach of data protection
and a breach of privacy and confidentiality. Therefore, their permission should be gained prior to
uploading any such material. Details of any kind relating to any events, conversations, materials or
documents that are meant to be private, confidential or internal to the council should not be posted.
This may include manuals; procedures; training documents; non-public financial or operational
information; personal information regarding other councillors, staff, and other authorised users
anything to do with a disciplinary case, grievance, allegation of bullying/harassment or
discrimination, or legal issue; any other secret, confidential, or proprietary information or
information that is subject to confidentiality agreements. This does not affect statutory
requirements to publish information including under the Freedom of Information Act.
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9.1.5
employ

Councillors, staff, and other authorised users must be aware that they are personally liable for
anything that they write or present online (including on an online forum or blog, post, feed or
website). Councillors should always be mindful of the Members Code of Conduct and Nolan
Principles. Employees may be subject to disciplinary action for comments, content, or images that
are defamatory, embarrassing, pornographic, proprietary, harassing, libellous, or that can create a
hostile work environment. They may also be sued by other organisations, and any individual or
council that views their comments, content, or images as defamatory, pornographic, proprietary,
harassing, libellous or creating a hostile work environment. In addition, other councillors, staff, and
other authorised users can raise grievances for alleged bullying and/or harassment.

Postings to websites or anywhere on the internet and social media of any kind, or in any press or
media of any kind, should not breach copyright or other law or disclose confidential information,
defame or make derogatory comments about the council or its staff, councillors, or other users or
disclose personal data or information about any individual that could breach data protection
legislation.

Contacts by the media relating to the council, should be referred to the Chief Officer.

Councillors, staff, and other authorised users who use sites such as LinkedIln and Facebook must
ensure that the information on their profile is accurate and up to date and must update their profile
on leaving the council.

Councillors, staff, and other authorised users who use X.com, LinkedIn, or other social
media/networking sites for council development purposes must ensure they provide the council
with login details, including password(s), so that these sites can be accessed and updated in their
absence.

Councillors, staff, and other authorised users who have left the council must not post any
inappropriate comments about the council or its councillors, staff, and other authorised users on
Linkedln, Facebook, X.com or any other social media/networking sites.

During your employment/ involvement with the council, you may create or obtain access to a variety
of professional contacts and confidential information. This includes, but is not limited to, contacts
made through professional networking platforms such as Linkedln, where those contacts have been
established or maintained in your capacity as a councillor, member of staff, or other authorised
user. All such contacts will be considered council property and may be subject to disclosure upon
request.

Note that the council may, from time to time, monitor external postings on social media sites. Any
ee who has a profile (for example on LinkedIn or Facebook) must not misrepresent themselves or

their role with the council. Councillors, staff, and other authorised users are also advised that social media

sites are not an appropriate place to air council concerns or complaints: these should be raised with the

council

9.1.6

or formally through the grievance procedure.

It is important to note that external stakeholders contact details and information remain the property

of the council. In addition, councillors, staff, and other authorised users leaving the council will be required

to delete all council-related data including external stakeholders contact details from any personal

device/equipment.

Misuse

Misuse
serious

of IT systems and equipment is not in line with the council’s standards of conduct and will be taken
ly. Any inappropriate or unauthorised use may lead to formal action, including disciplinary

proceedings or, in serious cases, dismissal.
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Information about the policy:
Guidance

Where there is text in [square brackets] this part may be updated or be deleted if not relevant. An alternative
option may have been provided. — CO completed.

Important notice

This is an example of a policy designed for a small council adhering to statutory minimum requirements and
does not constitute legal advice. As with all policies it should be consistent with your terms and conditions
of employment.

This document was commissioned by the National Association of Local Councils (NALC) for the purpose of
its member councils and county associations. Every effort has been made to ensure that the contents of
this document are correct at time of publication. NALC cannot accept responsibility for errors, omissions
and changes to information subsequent to publication.

This document has been written by Worknest HR —a company that provides HR advice and guidance to town
and parish Councils. Please contact them on 01403 240 205 for information about their services.
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ROMSEY TOWN COUNCIL

FINANCE AND MANAGEMENT

Description

Risk(s) Identified

H/M/L

Management/Control of Risk

Review

Business continuity

Risk of Council not being able to
continue its business due to
unexpected circumstances

Allfiles and recent records are kept at the town council office.

IT systems are managed by BTP, who ensure regular back-ups of data is made.
IT systems can be accessed remotely, enabling staff to work from a different
location should the town hall become unavailable.

In the event of the Clerk being indisposed the Chairman to contact the Local
Council Consultancy arm of the Society of Local Council Clerks for assistance and
alocum.

Staff aware of location of all necessary passwords and critical information.
Clerk's delegated powers to include provision for emergency operations to allow
council business to continue.

Existing procedures adequate. Review when
necessary.

CO to create a 'go file' for emergencies.

CO to review scheme of delegation to ensure
suitability - done.

Precept

Adequacy of precept

Requirements not submitted to TVBC

Precept unpaid by TVBC

The Council and its Committees review the precept requirement annually, following
the procedure laid out in the Financial Regulations. Reserves are reviewed to ensure
they are adequate in the event of business interruption.

Income, Expenditure and Budgets are reviewed at F&R, B&C and full council.

The precept is approved at the January full council meeting. The CO submits the
precept request to TVBC via email.

Ensure adequate reserves to cover running costs in the interim. The Joint Panel on
Accountability and Governance (JPAG) in the Practitioners Guide recommend
between 3 and 12 months expenditure. The council currently hold 4 months.

Existing procedure adequate.




Description Risk(s) Identified H/M/L |Management/Control of Risk Review
Financial records Inadequate records L The Council has Financial Regulations that reflect the processes for internal Existing procedure adequate.
controls and record keeping. They based on the NALC template and are reviewed Financial Regulations reviewed annually.
annually.
Financialirregularities L
The CO/RFO is responsible for the format of record keeping in line with proper
practices.
An Annual Audit is carried out at year end by an independent auditor who checks all
financial documents and records and the processes of the council and provides a
report, with any necessary recommendations, for council's consideration and
adoption.
Processes and checks are in place to ensure accuracy.
Fidelity Insurance as part of council insurance policy.
Bank and banking Inadequate checks L The Council has Financial Regulations that set out the requirements for banking, Existing procedure adequate.
Bank mistakes L payments, and reconciliation of accounts. Review the Financial Regulations annually and
Loss L The bank does make occasional errors in processing payments which are bank signatory list when necessary, especially
Charges L discovered when the Financial Assistant reconciles the cash book once a month after an APCM and an election.
with the bank statements. These are dealt with immediately by informing the bank
and awaiting their correction. Monitor the bank statements Monthly.
Bank Reconciliations are provided monthly to full council and approved.
CO to set up dual authorisation on accounts.
The Clerk reviews the Councils banking arrangements regularly. Internal Auditor
reviews processes as part of Internal Audit.
Cash Loss through theft or dishonesty L The Council has Financial Regulations that set out the requirements. Cash received |Existing procedure adequate. Review the
is banked within 14 days. No Petty Cash is held. Financial Regulations annually.
The Council’s insurance policy has a Fidelity Guarantee. Ensure Fidelity Insurance is adequate.
Invoices and Outgoing Incorrect invoicing L Invoices checked to ensure accuracy. PO issued if required. Existing procedure adequate.
payments and bad debts [BACS paymentincorrect L Clerk approves the list of requests for payment, any errors should be picked up at
this stage, payment list presented to council for scrutiny.
Unpaid invoices to the Council are pursued and where possible, payment is
Unpaid invoices (bad debts) L obtained in advance. The Clerk advises the Finance and Resources Committee of [Check with DF/DCK - done, confirmed

bad debts at year end and they are minuted as written off. Credit Control carried out
monthly.

accurate.




Description Risk(s) Identified H/M/L |Management/Control of Risk Review
Grants and support - Power to pay L All such expenditure goes through the required Council process of approval (Grant |Existing procedure adequate.
payable Authorisation of Council to pay Application Form and Policy), minuted and listed accordingly. Council has General
Eligibility of claimant Power of Competence to use in grant awarding.
Grant form used to check claimant's situation to ensure grants are not awarded to |CO to review Grant Policy - not completed.
groups that don't meet the council's objectives. Annual grants to be reviwed also.
Devolution Town Council and/or Romsey To engage with the Borough and County at every opportunity.
residents are not given due RTC to consider possible outcomes and plan for same.
consideration in the devolution
process or are disadvantaged by the
process.
Grants - receivable Receipts of Grant L TheTown Council receives an annual grant from Hampshire County Council for the |Existing procedures adequate.
Lengthsman. Grants are usually sought with specific projects in mind.
Receipt is reported to the Council at the next meeting of the Council. Any one- off
grants awarded would come with terms and conditions to be satisfied.
Best value accountability [Work/contracts awarded incorrectly L/M As per Financial Regulations normal practice would be to seek, if possible, more Existing procedure adequate.

Overspend on services

Best value not met/ inadequate
service /works

than one quotation for any work required to be undertaken for goods/services over
£1000, but under £5000. Over £5000 three quotations must be sought. For major
contract services (over £30k), formal competitive tenders would be sought in
accordance with regulations. Quotes presented to council for approval.

CO/BEM to ensure companies quoting have good reputation/ quality of work and
appropriate guarantees / insurance.

Works to be monitored throughout to ensure work is being carried out within budget
and quotation specifics.

If a problem is encountered with a contract the CO would investigate the situation,
check the quotation/tender, research the problem and report to Council.

Review Financial Regulations annually.




Description Risk(s) Identified H/M/L |Management/Control of Risk Review
Salaries and assoc. costs |Salary paid incorrectly /Wrong hours L The Town Council authorises the appointment of all employees at Council Existing appointment and payment system is
paid/ Wrong rate paid L meetings. Salary rates are assessed annually by the Council. Green book annual adequate.
Wrong deductions of NI or Tax L uplift applied to salaries and reported to council.
Unpaid Tax & NI contributions L Salary is paid monthly by BACs. The Tax and NI contributions due are reported to
L the Council and signed off and paid by BACs monthly. SGWorld are contracted for

payroll services for pay, tax and Nl and updated monthly. Discrepancies should be
reported to HMRC immediately.

Unexpected/un-budgeted
costs

Insufficient budget

Reserves are analysed at year end, sufficient reserves should be allowed for to
ensure unplanned works or projects can be undertaken.

Annually.

VAT

VAT reclaim not carried out.

VAT reclaim to be completed quarterly. Checked by internal auditor.

Existing procedure adequate

Annual Governance and
Accountability Return
(AGAR)

Not submitted within time limits
Inaccuracy

Not authorised by full council

CO to plan timings in advance and agree with DCK and internal auditor.

Annual Return is completed by the DCK, reviewed by CO, and Internal Auditor and a
full year bank reconciliation provided as additional check.

At a full council meeting the AGAR is reviewed is signed by the chair, and sent to the
External auditor.

Existing procedures adequate.

Legal powers

Illegal activity or payments / fraud

L/M

CO to ensure the council acts within its powers, advising council if likelihood of
acting ultra vires.

Checked during annual and interim audit.

CO CiLCA qualified.

CO to undertake continuous professional development to ensure knowledge is up
to date.

All activities and payments Minuted.

Council records - paper

Loss through: theft/ fire / damage

Council records are stored in the Town Hall, which includes historical
correspondence, minute books and copies, documents for ownership of property,
records such as personnel, insurance, salaries etc.

Where appropriate old minutes will be sent for storage at the Hampshire Records
Office. Some records may be lodged with LTVAS for historical safekeeping.

Important documents are stored in a lockable, fireproof safe. All other documents
in a locked filing cabinet.

Damage (apart from fire) and theft is
unlikely and so provision adequate.




Description Risk(s) Identified H/M/L |Management/Control of Risk Review
Council records - Loss through: Theft, fire, damage LM BTP hosts the storage for the councils' electronic document through their RDS Existing procedure adequate.
electronic Corruption of computer system. Each staff member who has been allocated a workspace by BTP has a

Cyber attack separate password to access their user area. All council laptops have a device

password.

Laptops are stored either in the Town Hall offices or at employees homes, if they are

working from home.

Records are backed up regularly by BTP.

Computers are secured by anti-virus software and MS Windows firewall.

Passwords are a mixture of characters, letters and numbers to ensure they are as

secure as possible

Insurance Adequacy Cost Compliance LLLM An annual review is undertaken (before the time of the policy renewal) of all Existing procedure adequate. Review
Fidelity Guarantee insurance arrangements in place. Employer and Employee liability insurance is a insurance provision annually.
necessity and must be paid for. Ensure compliance measures are in place. Ensure |Review of compliance.

Fidelity checks are in place. CO/BEM investigating articfacts being asessed
forinsurance value to ensure cover is
appropriate

Data protection Policy Provision L The council's Data Protection policy and data retention scheme set outs the actions
required. Ensure annual renewal of registration.
Ensure ICO membership is renewed annually. CO to review Data protection policy - done.
Freedom of Information Policy Provision LM The Council has a publication scheme in place. The Councilis able to request a fee |Monitor and report any impacts of requests
Act for any information requested to cover the cost of consumables and the CO/staff made under the FOI Act.
time.
LIABILITY
Subject Risk(s) Identified H/M/L Management/Control of Risk Review/Assess/Revise
Legal Powers Town Council acting outside its' L All activity should be resolved at council or committee meetings and clearly Existing procedure adequate.
powers (ultra vires) L minuted.

CO to advise to ensure legality of actions. Advice to be sought from SLCC/HALC if

required.

Council has General Power of Competence allowing greater powers.

Minutes/Agendas/ Accuracy and legality L Minutes and agenda are produced in the prescribed method by the CO and adhere |Existing procedure adequate.

Notices/Statutory
documents

to the legal requirements.
Minutes are approved and signed at the next Council meeting.
Minutes and agenda are displayed according to the legal requirements.




Description Risk(s) Identified H/M/L |Management/Control of Risk Review
Public Liability Risk to third party, property or M Insurance is in place. Risk assessments regularly carried out to comply with Existing procedures adequate. Ensure risk
individuals requirements. assessments are carried out.
Employer Liability Non compliance with employment law L Insurance is in place. Existing procedures adequate.
Undertake adequate training and seek advice from the SLCC/HALC.
COUNCILLOR and EMPLOYEE PROPRIETY
Subject Risk(s) Identified H/M/L Management/Control of Risk Review/Assess/Revise
Member's interests Conflict of interest L/M Councillors have a duty to declare any interests at the start of the meeting. Register |Existing procedure adequate. Members to take
Register of Members interests of Members Interest forms to be reviewed regularly by Councillors. responsibility to update their Register.
Member's behaviour Inappropriate behaviour that may M Councillors are issued with a copy of the Code of Conduct. Policies reviewed annually.
bring the council into disrepute and / The Council has a Communications Policy to guide councillors in their
or be in breach of the code of conduct. communications and interactions with public and press. CO to produce communications policy.
Council has signed up to the SLCC's Civility and Respect pledge - members to
moderate each other's behaviour. Council to sign up to SLCC's Civility and
Complaints to the Monitoring Officer. Respect Pledge.
Code of Conduct complaint should be directed to the Monitoring Officer in the
event of a breach.
Members acting autonomously or
where they have no authority to do so. New Councillors are required to attend The Knowledge and Core Skills Councillor
Training offered by HALC, to understand their role and responsibilities and
undertake any other training that would benefit their position or membership of
committees.
Training and Development Policy in place to guide members. Training and Development Policy to be
Employee's behaviour Inappropriate behaviour that may M CO to formally monitor and review staff. Policies reviewed annually.

bring the council into disrepute.

The Council has a Discipline and Grievance Policy to provide guidance on expected
levels of behaviour and resultant action in cases of hon-compliance. Additionally,
to provide a framework for instances where a grievance is instigated.

All staff to be offered training revelant to their roles and in line with requirements of
annual appraisal.

CO to produce communications policy.

CO to produce Discipline and Grievance Policy
done.

REVIEWS AND REVISIONS




Description |Risk(s) Identified H/M/L |Management/Control of Risk Review
Is
Review date Name of Assessor assessmen |If not, list adjustments with details of who will action and by when Approved by

t still valid?

01 February 2025

H Klaassen

Yes



Helen Klaassen
Cross-Out

Helen Klaassen
Inserted Text
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